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With businesses facing more cyberattacks than ever, managed service 
providers (MSPs) are expected to deliver a basic level of security protection to 
their customers. While “basic” at one time may have meant antivirus software, 
today that’s not enough. A layered approach to security is required, bringing 
multiple essential security services together in a single, integrated platform to 
deliver more complete protection—and help MSPs safeguard their profits.

WHY SECURITY MATTERS MORE THAN EVER FOR MANAGED 
SERVICE PROVIDERS

If a business gets hit by ransomware and loses its critical financial data or 
customer information, who gets blamed? Rightly or not, it’s usually their 
managed service provider (MSP) that feels the heat.

Why? Because as cyberattacks like ransomware become more common, security  
has become a top-of-mind priority for most businesses. With costly attacks and 
breaches always in the news, they often assume their trusted IT advisor is providing 
a basic level of security with their services. Whether the MSP was providing that 
security or not, the end result is the same: time-consuming response and mitigation 
that eats into the MSP’s profits, especially for those relying on fixed-fee contracts.

Just consider the fact that, according to a 2017 study, ransomware attacks can  
take an average of 12 hours to amend1. 

The best way for an MSP to avoid these headaches is by offering essential security 
protections as part of their managed IT service offering. That way, they can help 
ensure their customers are protected from common threats—and even grow their 
business by standing out from the competition. 

MULTIPLE THREATS REQUIRE MULTIPLE LAYERS OF SECURITY

Today’s businesses face more IT risks than ever before, including ransomware, 
hacking, data breaches, distributed denial-of-service attacks, and corporate 
espionage. There are also many more points of entry through which these attacks 
can be initiated: web and email traffic, USB drives, unsecured logins, devices like 
smartphones and laptops, applications and data (both at rest and in transit).

Despite what many security vendors might say, there is no “silver bullet” that can 
protect against such a wide range of threats. To truly protect their customers, MSPs 
need to move beyond simple antivirus and implement what’s known as a layered, 
defense-in-depth approach that brings together multiple security tools and controls 
to defend the IT system. The key is in the redundancy designed in this approach: If 
one security control fails or is bypassed, the other overlapping defenses should be 
there to mitigate the threat.

1 “The 2017 Endpoint Protection Ransomware Effectiveness Report,” KnowBe4. Accessed June 2018.

Think about the many 
layers of security that 
people use to protect 
their homes. They put up 
a fence, lock their doors, 
install an alarm system 
and keep their most 
valuable possessions in 
a safe. And if all of those 
fail, they can always fall 
back on insurance to 
replace what’s been lost. 
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Think about the many layers of security people use to protect their homes. They put up a fence, lock their doors, 
install an alarm system, and keep their most valuable possessions in a safe. If all of those fail, they can always fall 
back on insurance to replace what’s been lost.

That’s layered security—and the same approach is needed with IT.

THE BUILDING BLOCKS OF IT SECURITY
MSPs thinking about integrating security services into their IT service offerings should start with the following basic 
security essentials:

PATCH MANAGEMENT

Many breaches are the result of a hacker exploiting unpatched systems or software. 
MSPs need to make sure every device they manage is up-to-date with the latest 
software patches. The more customers there are to manage, however, the harder 
this is to keep track of. Patch management software provides full visibility over patch 
status, with automation and scheduling capabilities offering granular control over 
patching policies.

Learn more

MANAGED ANTIVIRUS

The way an MSP manages antivirus is just as important as having it deployed. The 
best antivirus solutions protect against both known and new malware (through a 
combination of traditional signature-based protection plus sophisticated heuristic 
checks and behavioral scanning) while offering a high level of flexibility through 
customizable quarantine policies. Integrated (or managed) antivirus also gives MSPs 
a single dashboard where they can simplify bulk deployments across sites and 
servers, schedule automated scans for times that won’t disrupt end users, and more.

Learn more

WEB PROTECTION

More often than not, phishing attacks, drive-by downloads and other web-based 
attacks happen because an unwary user inadvertently stumbles upon a malicious 
site. MSPs need a way to block malicious URL requests to prevent connections to 
domains known to be used by attackers. Web protection software does this while 
also allowing MSPs to set their own content-filtering policies, website blacklists, 
browsing policies, and more.

Learn more
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MAIL FILTERING

The majority of security threats arrive via email. By analyzing incoming and  
outgoing messages for potentially malicious attachments, scripts, domains,  
URLs and text strings, mail filtering software makes it easy to protect customers 
from spam, phishing attempts, and malware. It also gives MSPs complete control 
over blacklisting, whitelisting, and quarantine policies.

Learn more

BACKUP

Backup is a lot like insurance: it’s not always needed, but when it is, it’s a lifesaver. 
A cloud-based backup and disaster recovery solution is the best defense against 
most ransomware attacks, making it possible for businesses to get back to work by 
quickly and easily restoring corrupt or encrypted files. At a minimum, MSPs need to 
offer a solution for backing up their customers’ documents. If they manage servers, 
they should also think about backing up those systems, too.

Learn more

Ideally, these services will be built into every package offered by the MSP. That way, they 
can ensure all their customers are receiving a basic level of protection.
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LAYERED SECURITY IN ACTION
To illustrate why the layered approach to security is so important, consider the many 
ways in which ransomware can enter an organization’s network2:

Email and web use are by far the most common starting points for a ransomware 
infection. In most cases, end users unintentionally land on a compromised or malicious 
website, often lured there by a legitimate-looking link or attachment that tricks the user 
into clicking or opening it.

Just as there are many ways ransomware can get into the network, attacks can be 
detected in several different manners, with most attacks caught by endpoint security 
tools, email and web gateways, or intrusion detection systems (i.e., network firewalls):

If an MSP’s customer relies on antivirus alone, almost one in five of all ransomware 
attacks will get through. But if multiple overlapping security controls are used,  
even if a threat gets past the antivirus and into the network, it can still be caught  
as it moves from device to device, or tries to contact its malicious command- 
and-control server.

With layered security, each component is designed to complement the others—
and even compensate for the others’ gaps—to stop advanced security threats. 
Patch management helps keep software and operating systems up-to-date with 
the latest security patches to prevent attackers from exploiting vulnerabilities. 
Antivirus detects and blocks many known threats. Mail and web filtering quarantine 
suspicious messages and prevent communications to “command and control” sites. 
And data backups allow for easy retrieval in case of unexpected loss. In fact, with 
backups in place, 54% of businesses say they could recover from a ransomware 
attack within 24 hours2.

2 Ransomware: 2017 Report, Bitdefender, Cybersecurity Insiders, Information Security Community  
on LinkedIn, Crowd Research Partners. Accessed June 2018. 
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The information 
most at risk from 
ransomware attacks 
is financial data (62%) 
followed by customer 
information (61%).
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A SIMPLIFIED APPROACH TO LAYERED SECURITY 
WITH SOLARWINDS 
Providing a layered approach to security doesn’t have to be complex or costly. 

Unlike independent security products that may require in-depth security expertise and 
their own separate consoles, the SolarWinds security essentials are fully integrated 
within a single management console.

Through one easy-to-use dashboard, MSPs can make sure their security policies are 
defined and applied consistently across every device they manage, including servers. 
They benefit from a single pane of glass that lets them quickly and easily configure 
and automate policies for patching, antivirus, web protection, mail filtering, backup 
and more—streamlining service delivery and boosting profitability without adding 
significant effort or expertise.

In some cases, these security essentials can be activated from within the MSP’s 
remote monitoring and management platform. In others, they’ll need to be separately 
purchased and activated. Either way, with SolarWinds, they can all be quickly and 
easily managed and automated from a single pane of glass. This makes it possible for 
MSPs to make security a core component of their base IT packages (or if they prefer, 
position them as add-ons in a low-cost bundle at one price per device)—and give their 
customers peace of mind with a simple, efficient, and effective security offering.

This makes it possible for 
MSPs to make security 
a core component of 
their base IT packages... 
and give their customers 
peace of mind with a 
simple, efficient and 
effective security offering.
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SolarWinds MSP empowers IT service providers with technologies to fuel their success. Solutions 
that integrate layered security, collective intelligence, and smart automation—both on-premises and 
in the cloud, backed by actionable data insights, help IT service providers get the job done easier and 
faster. SolarWinds MSP helps our customers focus on what matters most—meeting their SLAs and 
delivering services efficiently and effectively.

A WIN–WIN SITUATION

By embracing the layered, defense-in-depth approach to security and making 
essential security capabilities part of their managed IT service offering, MSPs 
can meet their customers’ fundamental expectations for IT security. 

MSP customers get peace of mind knowing they face less risk of business disruption 
due to common, opportunistic threats. Having a well-protected customer means MSP 
technicians spend less time dealing with routine security issues and have to respond 
to fewer attacks. When automated and easily managed fundamental security controls 
are in place, technicians can provide support to a greater number of customers and 
can also focus on performing higher-value work that supports the long-term goals 
of the business. That gives MSPs the opportunity to grow their account footprints, 
expand their billable services, and strengthen their relationships with their customers. 
As the MSP gains more security knowledge and experience, they can offer even more 
advanced security-related services to their customers, helping to bring in even more 
recurring revenue.

Want to learn more about protecting your customers? Visit the SolarWinds 
MSP Security Resource Center for the latest IT security alerts as well as a 
comprehensive library of articles, reports, and white papers on current security 
issues and trends.
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